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The Insider Risk Spectrum... Has Evolved!

Insider Risk: The potential for someone with legitimate,
authorized access to an organization’s systems, data, or

facilities to misuse that access, causing harm to the o]
organization Al Agent(s)
Al Tools & Services
Negligent Misguided Malicious
e Careless policy * Testing systems to * Sabotage and theft Privilege expansion/
violations “help” * Espionage Bypassing UAM controls
* Unsafe * Unauthorized tool facilitation Actions beyond mission
workarounds introduction * External attack need
* Poorcyber * Well-intentioned enablement Unusual tool chains
hygiene shortcuts Anomalous delegation
Orchestrated/multiple
agents
Threat Types:

Data . . Suicidal .
Fraud Violence . Misuse
[ Exfiltration ][ SSFEIERE ][ SElBEED }[ rau ][ J[ Ideation
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Why Agentic Al Changes Enterprise Risk

IBM:

An Al agent is “a system or program capable of autonomously performing tasks on behalf of a user or another
system by designing its workflow and using available tools.”

Gartner defines agentic Al as embedding autonomous, goal-driven behavior into products so they can
complete tasks on a user’s behalf.

Al agents can now: The question shifts from:

“Did the model produce a bad response?”
* Access enterprise systems and files

* Invoke tools and APls to

* Automate workflows “Did the agent act appropriately, under the

* Operate with delegated authority right authority, within policy, and in a way we
* Interact with other agents can defend later?”
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The Human-Agent-System Triad

Enterprises need governance across the human-agent-system triad
e Human
e Sponsorship

Human
* Delegation Behavioral &
* Approvals Technical Factors

* Role and accountability

Agent - Digital Insider
* Actions

* Tools

* Permissions |Ql

. Memory System @

e Behaviooverthng Mission, Priorities, Policies Al Agent(s)

& Organizational Factors

Al Tools & Services

—8 System

* Policy constraints
Core message:
* Data access

« Mission context Risk often emerges from the interaction among all three.

* Workflow boundaries
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SOFIT: Sociotechnical and Organizational Factors
for Insider Threat

Structured knowledge base of behavioral/psychosocial, SOFIT
technical/cybersecurity, and organizational factors
(Potential Risk Indicators, PRIs) contributing to insider risk

Individual Factors Organizational Factors

100 Boundary
Violations

120 Concerning
Work Habits
140 Policy
Violations

160 Compliance
Violations

200 Security 300 Job

400 Financial 500 Foreign 600 Criminal
Concern Ties Activities

420 Unexplained
Affluence

440 Credit and
Debt Concerns

700 800 Psychosocial 900 Cybersecurity

Violations Performance

Ideology Factors Factors

SOFIT Provides
Behavioral Science
Foundation to

320 HR Concerns 640 Other Griminal | 230 Data Access n

dd reSS the Human Acts or Records
o o 340 Nonjudicial - 940 Network Patterns =
' 520 F
Side of the Insider it po,

360 Concerning Job Health Issues

Status 540 Foreign 950 Cyber Obfuscation —
220 Minor Security Contacts 840 Interpersonal
. . Issues
960 Data Ti i
Violations 560 Foreign Travel . Patterisa ransfer ||
240 Major Security Stressors
Violations 580 Foreign Assets
280 Weapon 860 Discontent 970 Command Usage =
Possession Issues

880 Personality/
Character Traits

720 Affiliations 910 Endpoint With Active | |

Compromise

740 Beliefs

920 Authentication

{ 620 Criminal Record | Authorization
involving Violence

Risk Equation

|
1

— 980 Data Manipulation —

990 Suspicious
Communication

https://coqility.com/sofit2/
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PRI Drill-Down Examples

100 Boundary

Violations

122 Poor
Time
Management

126
Reconnaissance

123 Blurred
Professional
Boundaries

125 Lack of
Confidentiality

124
Nonproductive
Socialization

UAM/UEBA

Unusual access times

121 Working 120 127
at Unusual Concerning Work Cyberloafing
Hours Habits

| _ _Data_
Sources

Attempts to bypass controls

800

Psychosocial
Factors

840
Interpersonal Issues

841 Rejects
Criticism

847 Sexual
Harassment

842
Callousness

843
Aggression/
Anger

844
Intimidation

Personnel Records

846
Disengaged
Socially

845 Threat
of Violence

Disciplinary Actions

Performance Reviews
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Cogynt.ai Behavioral Analytic Risk Assessment

Analysis and ‘ }4 D oo e
Assessment e 7 = g 2
Layer

Profile
Layer

Cogynt Provides the INTEGRATED
CASE

Behavioral Analytic decision MANAGEMENT
intelligence platform to

Whole Person
2 = Behavior Profile

Stateful Threat Behavioral Risk Computation

reflect expert insider risk = suios
Behavior a Fraud lnsldov'!hroal
Layer ,;;ﬁ».\‘
assessment d B ® 3

THREAT
BEHAVIOR RISK
COMPUTATION

Weighted
Behavioral
____ Patterns

@QQ

Data Exfiltration
Pattern

HCEP:
Hierarchical Complex
Event Processing

High Level
Pattern
Processing

Weighted
HIGHER-LEVEL Individual PRIs
PATTERN

PROCESSING

HCEP Analytic layer processes
input data through an abstraction

Increasing Levels of Abstraction

hierarchy that converts low-level ot ' e s Senagl
. . L. = Indicator SRt Ws::::::-‘ : e ]
machine logs into deterministic, Data Ingested and Layer e i il s | 5000 ot
. . Processed Within S sstrnE] 90 ooy s T [ |
high-level behavioral alerts SOFIT Framework s s | o -

RS —
Ingest Layer Technical Data Feeds 7y o —|| Behavioral Data Feeds
g Endpoint, Network, Cloud, Physical, Privileged Access... -’ =] Law Human Social Media, Financial..
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Agentic Al: Digital Insider
Threat

=5 .
CESG B .+ Current Capabilities and Gaps
p p

* Jllustrative Use Cases
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Current Offerings are Not Enough
Agentic Al Security & Governance Market Landscape Lﬁﬁ e

by 2030

A developing market for observing, governing, securing, and investigating autonomous and semi-autonomous agents -31% CAGR (2024-2090)

4 N7 e N Nt
Agent Observability Agent Runtime Security Agent & Non-Human Al Governance, e Security Operations
& Evaluation & Policy Enforcement Identity Governance Compliance & Audit Feeds & Response
Traces, tool calls, plans, evals, Guardrails, tool-call control, Agent inventory, ownership, Platform audit logs, admin activity, SIEM / XDR / SOC integration,
failures, cost, and model behavior allow/deny/escalate decisions, OAuth grants, service accounts, policy events, DLP, compliance detections, incident response,
human approval, and secrets, permissions, and APls, and Al governance threat hunting, and
L S h runtime containment delegated authority workflows alert correlation
&) LangSmit
B Microsoft . \
. B 3 Astrix ANTHROP\C \\CROWDSTRIKE
Toolkit Claude o
B Fancite B O OAsIS % paloalto
1 capsute B Microsoft .
A arize @ entro B Purview - s'\g';:‘r’i"t';’ft
A . Prompt TOKEN
'O.O.-' BralntrUSt Security SECURITY . > Google Cloud ol I lel I I
0 . Vertex Al / Gemini CISCO
Galileo e Reco @ CYBERARK ' £\ Cosgecon
ChatGPT Enterprise Security
2 DATADOG .:4:. ROBUST * (OpenAl)
Ea "% INTELLIGENCE okta | 3¢ okta
. —

Open gap: Most solutions provide point visibility, policy control, or security operations integration.
P 4 Few deliver longitudinal behavioral intelligence and investigable case history across human, agent, and system activity over time.
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Current Offerings are Not Enough

Agentic Al Security & Governance Market Landscape |~ sies-s248

. 2 : ; : - ; by 2030
A developing market for observing, governing, securing, and investigating autonomous and semi-autonomous agents X

~31% CAGR (2024-2030)

s N 7 e N
Agent Observability Agent Runtime Security Agent & Non-Human Al Governance, e Security Operations 1
& Evaluation & Policy Enforcement Identity Governance Compliance & Audit Feeds & Response
Traces, tool calls, plans, evals, Guardrails, tool-call control, Agent inventory, ownership, Platform audit logs, admin activity, SIEM / XDR / SOC integration, 5. Secu rity (0] pe rations
failures, cost, and model behavior allow/deny/escalate decisions, OAuth grants, service accounts, policy events, DLP, compliance detections, incident response,
human approval, and secrets, permissions, and APls, and Al governance ‘ threat hunting, and a nd Response: La I‘ge
@ L S 'th runtime containment delegated authority workflows alert correlation S~ r|ty p [atfo rms
ang mi B Microsoft '
CROWDSTRIKE
Bl Agent Governance ¥ Astrix ANTHROP\C \ address such threats as
Toolkit .. .
¥ Langfuse e O oAsIs Cloude #» paloaltor prompt injection,
: o Mi ft i i
-- arize | @ capsule € entro ‘ =. PJSC??V?/ =H Microsoft m_emory p9|§0n|ng, tool
1. Agent . Bromah Security misuse, privilege
- Braintrust P TOKEN :
Observablllty: Securlty SECURITY 3 Google Cloud llllll"l escalatlon, data
b Vertex Al / Gemini CISCO X 5
[Current focus] Galileo > & cvBERARK' exfiltration, and shadow
Reco ; @ Google Cloud
Trace prompts, tool @ (CohatGP)T Enterprise Security agents.
. 0G «$:. ROBUST nAl
calls, reasoning SDATAD H 3:? okta = M okta
paths, costs, failures —— — 3. Agent and Non-Human Identity Large vendors will
. . . i — dominate generic
. W 2. Agent Runtime Security: isiblity Govgrnance. Inv.entor.ymg aggnts ! 8
ocuseson y N Allowing, denying or escalating treating them as identity bearing actors. security controls,
did the agentfail?” g » aeny invest

. agent actions before execution.
instead of “Is the r 8

but they will not
Identity vendors focus on agent inventory

and access control: They do not consider

necessarily

address the
Human-Agent-

System Triad

actor behaving
appropriately over
months?”

This agent governance capability has

not kept pace with how easy itis to
build agents.

longitudinal features of anomalous
workflows.

COGILITY




Existing/Emerging Agentic Al Security Market
Capabilities and Gaps

Most Tools Focus on...

Higher-Value Questions Not Currently Being Addressed

“What prompt was used?”
“Which LLM answered?”

“What tool did the agent call?”
“Was that tool call allowed?”
“Was sensitive data exposed?”
“Which token or service account
was used?”

“Is this agent’s behavior normal for its assigned role?”

“Is this agent acting outside its historic mission pattern?”

“Did a human delegate inappropriate work to an agent?”

“Is a human-agent pair behaving anomalously?”

“Is the agent becoming a proxy for insider activity?”

“Did multiple agents produce a coordinated or cascading

risk pattern?”

e “Canwe reconstruct a complete history of agent intent,
context, access, actions, exceptions, and
consequences?”

e “Canwe distinguish technical anomalies from mission-

relevant behavioral risk?”
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IWlustrative Use Cases

1. Human Uses Agent as Proxy

Employee
Directs the agent

Al Agent

Acts as proxy

4

Enterprise Data &
@ Systems
Files - tools - APIs

Real intent stays hidden
behind routine agent activity

2. Multi-Agent Cascade

Agent1
Retrieves sensitive data

Agent 2

Summarizes & transforms

4

Agent 3

Transmits result out

Risk emerges across the chain,
notin any single step

3. Counterfeit Agent

(Unauthorized Agent Impersonation)

Counterfeit Agent

Spoofs a trusted identity

@®

U

Stale Credentials
Appears approved

U

Enterprise Tools &

Data
Normal tools & APls

Identity alone isn’t enough —
provenance exposes the fake
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@%E. ~ Addressing Agentic Al
Ry Insider Risk
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Core Capabilities for Agentic Al Risk Management

Agent entity
model

Treat agents as first-class tracked entities: agent ID, owner, sponsoring user/team, purpose, tools,
permissions, model, runtime, data domains, credentials, deployment environment, and mission role.

Agent event
ingestion

Ingest platform audit logs, UAM data, identity events, API calls, tool-call traces, MCP activity, DLP alerts,
ticket/case data, endpoint activity, and cloud logs.

Human-agent

Associate agent behavior with the human, team, service account, or workflow that created, delegated to,

linkage approved, modified, or benefited from the agent.
Behavioral Document normal patterns by agent, human-agent pair, mission function, tool class, data domain, and time
indicators window. Existing and new behavioral indicator taxonomies will inform a systemic behavioral analytic model:

the SOFIT human and organizational insider risk indicator taxonomy can serve as a partial knowledge base
that addresses human and system indicators; to complete the human-agent-system triad, an agentic Al risk
indicator taxonomy must be developed.

Risk pattern
analytics

Detect patterns such as privilege expansion, unusual tool chains, sensitive-data access outside mission
need, repeated blocked actions, nighttime/off-cycle activity, anomalous delegation, agent use after
employee status change, use of agents to bypass UAM controls, or coordination across multiple agents.

Investigative
timeline

Produce a defensible narrative: what happened, in what order, by which actor, under whose authority, with
which data, through which tools, and with what risk Indicators.

Policy-context
integration

Do not just say “anomaly.” Map events to agency policy: acceptable use, data handling rules, delegated
authority, separation of duties, export controls, privacy rules, and mission constraints.
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Approach

Cogynt.ai is the behavioral intelligence aggregation point for all available data sources

* Candidate data feeds include agent runtime logs, tool-call traces, identity and entitlement data,
model/platform audit logs, cloud/API logs, UAM telemetry, DLP events, endpoint activity, case-management
records, policy/mission context.

* Apply all tracking patterns (based on SOFIT or other framework) plus new
patterns developed for agentic Al context

* Leverage Hierarchical Complex Event Processing (HCEP) to enforce
behavioral constraints at machine speed

* The analysis produces persistent agent entity profiles linked to human
sponsors, teams, service accounts, workflows, permissions, and
organizational policies

Increasing Levels of Abstraction

* Resultantrisk indicators, timelines, and provenance supports analyst
review, case management, SIEM integration, investigative intelligence,
and escalation or downstream enforcement workflows.
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Extending SOFIT

SOFIT

Individual Factors Organizational Factors

Agentic Al Factors )
Extend SOFIT to include

agentic Al risk indicators

Agentic Al
Factors

Notional Taxonomic
Structure for the Agentic Al
Portion of an Expanded

Runtime Security Identity

Actions

Audit/Compliance

Inter-agent
Communication

User-Agent
Communication

& Policy

Factors

SOFIT KnOWledge Base Prompts Before execution L Tool calls Unregistered
agent Before execution
— Reasoning paths During execution || Resource access ggv:r:;prlwleged
] ° During execution
— Failures . _| Messages |
L] | Audit data I— *
—| Memory poisoning —| Egress | -
° | Compliance data l— .
— Tool misuse °
[ ]
b L]
— Privilege escalation °

—— Data exfiltration

—— Shadow agents
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Operations Concept

Investigative Intelligence Sequence Remediation Controls

a Map incoming log streams into stateful, in-memory

representations State Isolation

Locks the active session

0 HCEP continuously generates composite events, linking
each human actor’s baseline risk profile to the agent’s
structural data access triggers

=

Control Execution
Trips the “circuit breaker”

When a composite pattern’s risk weight crosses the
threshold, the HCEP engine issues an alert

Credential Revocation
Pauses the agent’s execution queue

Real-Time Notification
Alerts a human analyst (human-on-the-loop)

Risk posture shifts: Observer 2> Interdictor

©C 0 00
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Remediation Levels

Low anomaly / logic drift » In-context constraint reinforcement
-
Tier 2 Suspici - » Human-in-the-loop validation gate — hold the
uspicious activit : e
Elevated P y execution queue for manual verification

Tier 3 Critical system risk / active » Instant programmatic circuit break — terminate
Critical exploitation agent session, lock user access, ...
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Closing Perspective

Al agents are becoming a new class of enterprise actor.

Human-Agent-System Triad

Whole-person
insight today -~
whole-enterprise
risk intelligence
tomorrow.

The strategic advantage belongs to organizations
that can govern them with three disciplines:

e Accountability: Trace every action to its human

sponsor and agent.

0 Confidence: Deterministic, explainable,
audit-ready risk.

Context: Fuse signals across the human-agent-
system triad.
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Thank You

COGILITY SOFTWARE

www.cogility.com

Collaborators Sought

We’ve shared how the Cogynt.ai platform and our deep experience in whole-person
IRM can help address this emerging challenge.

We seek feedback and collaboration from data partners, policy experts, academic
researchers, industry analysts, LLM providers, Al researchers, IAM vendors and
consultants.

Frank L. Greitzer, PhD,

COGILITY

Chief Behavioral Scientist
foreitzer@cogility.com

Go deeper

Read
Whitepaper

Download
Presentation
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